
Report of an actively exploited  

vulnerability in a KHS product 

Report via email to helpdesk[at]khs.com 
 

Please attach a step-by-step analysis of the incident/exploit to assist KHS in analyzing the report. 

Reporting party: 

Legal entity / organization 

Surname, given name 

Business email address 

Telephone number 

 

Affected product: 

Product or Machine Designation 

Machine number / serial number 

 

Affected components or software: 

Please identify the specific hardware 
component, software component, 
firmware, version, module, interface or 
service affected. 

 

Affected customer / installation: 

Customer organization 

Site / plant location 

Order number / project reference 

 

Vulnerability information: 

CVE identifier, if available 

CVSS base score and severity rating 

Date and time when active exploitation 
was detected or became known 

 

Evidence and indicators of 

exploitation: 

Please describe the observed technical 
indicators, evidence, logs, alerts, abnormal 
behavior or forensic findings indicating 
that vulnerability has been exploited. 

 

Impact assessment: 

Please describe the actual or potential 
impact on the affected product, machine, 
production environment, availability, 
integrity, confidentiality, safety-related 
functions or customer operations. 
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